
Item: 5 

Policy and Resources Committee: 27 November 2024. 

Corporate Anti-Fraud Policy – Review. 

Report by Head of Finance. 

1. Overview 

1.1. The Council’s internal controls and governance arrangements are designed to 

assist in the prevention and detection of fraud; however, the deliberate nature of 

fraud can make it difficult to detect and deter. Consequently, it is important that 

everybody contributes to the management of fraud and risk. Senior management 

should set the tone and promote an anti-fraud culture throughout the 

organisation, which should be clearly stated and communicated. 

1.2. The Council seeks to demonstrate its approach to dealing with fraud and fraud 

risks via the Corporate Anti-Fraud Policy. 

1.3. The current Corporate Anti-Fraud Policy was approved by Council in May 2016. 

1.4. External Audit recommended the anti-fraud policy be reviewed and updated. 

1.5. The Corporate Anti-Fraud Policy has been updated and is attached as Appendix 1 

to this report.  

2. Recommendations 

2.1. It is recommended that members of the Committee:  

i. Approve the revised and updated Corporate Anti-Fraud Policy, attached as 

Appendix 1 to this report. 

3. Revised Policy 

3.1. The current Corporate Anti-Fraud Policy was recommended for approval by the 

Policy and Resources Committee on 19 April 2016. and a few small amendments 

were made in 2019.  

3.2. The policy defines the roles and responsibilities for dealing with the prevention of 

fraud internally and externally and sets out the officers and groups who have a key 

role in dealing with the threat of fraud. 
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3.3. The Council has a Fraud Response Plan which sets out how to report fraud or 

suspicions of fraud and how investigations will be instigated, conducted and 

concluded. This plan forms part of the Anti-Fraud Policy and is included at 

Appendix A of the policy. 

3.4. KPMG’s audit of the Council in 2022/23 recommended a “timely review and 

update” of the anti-fraud policy. As a result, the need to review the Corporate Anit-

Fraud Policy has been recognised as a priority for the Finance Service. 

3.5. Since 2019, there have been a number of changes to the Council structure which 

require to be reflected in the Corporate Anti-Fraud Policy. Appendix 2 shows these 

changes, as well as the following main changes: 

 Section 5.4 has been added to advise that in line with the Financial Regulations, 

the terms S95 Officer and Head of Finance are interchangeable. 

 Section 5.9 has been updated to reflect the change in external auditor, from 

Audit Scotland to KPMG. 

For Further Information please contact: 

Erik Knight, Head of Finance, extension 2127, Email: Erik.Knight@orkney.gov.uk

Implications of Report 

1. Financial: There are no direct financial implications arising from the proposed 

changes to Corporate Anti-Fraud Policy.

2. Legal: There are no direct legal implications arising from the proposed updates to 

the Corporate Anti-Fraud Policy.

3. Corporate Governance: Financial Regulations are a key component to demonstrate 

effective Corporate Governance.

4. Human Resources: N/A

5. Equalities: An Equality Impact Assessment has been undertaken and is attached as 

Appendix 3 to this report.

6. Island Communities Impact: An Island Communities Impact Assessment has been 

undertaken and is attached as Appendix 4 to this report.

7. Links to Council Plan: The proposals in this report support and contribute to 

improved outcomes for communities as outlined in the following Council Plan 

strategic priorities: 

☐Growing our economy. 

☐Strengthening our Communities. 

☐Developing our Infrastructure.  

☐Transforming our Council. 

mailto:Erik.Knight@orkney.gov.uk
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8. Links to Local Outcomes Improvement Plan: The proposals in this report support 

and contribute to improved outcomes for communities as outlined in the following 

Local Outcomes Improvement Plan priorities:

☐Cost of Living. 

☐Sustainable Development. 

☐Local Equality.  

9. Environmental and Climate Risk: N/A

10. Risk: Following the Corporate Anti-Fraud Policy will reduce officer and corporate 

risk.

11. Procurement: N/A

12. Health and Safety: N/A

13. Property and Assets: N/A

14. Information Technology: N/A

15. Cost of Living: N/A

List of Background Papers 

None 

Appendices 

Appendix 1 – Corporate Anti-Fraud Policy November 2024 (clean). 

Appendix 2 – Corporate Anti-Fraud Policy July 2019 (with track changes). 

Appendix 3 – Equality Impact Assessment. 

Appendix 4 – Island Communities Impact Assessment. 
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Review/Updates to the Corporate Anti-Fraud Policy 

Date Committee Review/Update – amendments made. 

April 2016 Yes - P and R Creation of formal Corporate Anti-Fraud Policy 

July 2019 No  Full Review of Corporate Anti-Fraud Policy 

November 
2024 

Yes – P and R

Wording amendment – Executive Director to Corporate 
Director 

5.4 Terminology – Clarification of the interchangeable 
terms S95 Officer and Head of Finance   
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1. Introduction 

1.1 Orkney Islands Council expects its staff and elected members at all times to act 
honestly, with integrity, and to safeguard the public resources for which they are 
responsible. The Council expects this honesty and integrity to extend to all individuals and 
organisations with whom it deals including contractors and their employees. 

1.2 The Council has a zero tolerance attitude and will not accept any level of fraud, bribery 
or corruption. Any instances of fraud or suspected fraud will be investigated thoroughly and 
dealt with appropriately. Every opportunity will be taken to seek to recover any loss suffered 
by the Council as a result of fraud. 

1.3 The Council is committed to ensuring that opportunities for fraud, bribery and corruption 
are minimised wherever practicable and, where appropriate and legal, will co-operate and 
share information with other local authorities and public sector bodies in the prevention, 
detection and investigation of fraud, bribery and corruption. 

1.4 This policy will be communicated to all employees, elected members and external 
stakeholders and published on the Council’s website to ensure awareness. 

1.5 This policy does not cover the procedures to be followed in respect of Housing Benefit 
or Council Tax Reduction for the reporting, investigation or prosecution of such fraud. 
Separate policies for these are located here. 

2. Definition of Fraud 

2.1. Although no precise legal definition of fraud exists in Scotland, the Accounts 
Commission for Scotland describes fraud as the use of deception with the intention of 
obtaining private gain, avoiding an obligation or causing a loss to another party.  

2.2. Fraud can be used to describe a wide variety of dishonest behaviour, such as theft, 
false accounting, embezzlement, forgery, bribery, corruption, deception, false 
representation, concealment of material facts and other dishonest actions which result in 
loss. The fraudulent use of Information and Communication Technology (ICT) resources is 
included in this definition, where its use is a material factor in carrying out a fraud. 

2.3. Fraud can occur within the Council or can be perpetrated against the Council by 
outside parties. 

3. Bribery 

3.1. A bribe is an offer or promise of a financial or other advantage, designed to induce 
another person to perform improperly in their position of trust and responsibility. The Bribery 
Act 2010 is UK-wide legislation that:  

 makes it a criminal offence to give, promise or offer a bribe and to request, agree to 
receive or accept a bribe either within or outwith the UK; 

 specifies the maximum penalty for bribery as up to 10 years imprisonment, with an 
unlimited fine; and 

 introduces a corporate offence of failure to prevent bribery by persons working on 
behalf of a business. 

https://www.orkney.gov.uk/our-services/housing/i-am-in-a-property-and-need-advice/council-housing/housing-benefit/benefit-fraud/
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4. Procedures for reporting fraud 

4.1. Managers and staff must always be alert to the risk of fraud, theft, bribery and 
corruption. The Council has in place clear procedures for reporting instances of actual or 
suspected fraud. In the first instance staff should report fraud or suspicion of fraud to their 
Line Manager, Head of Service or Corporate Director, who must inform the Head of 
Finance and the Council’s Chief Internal Auditor. The Chief Executive will be informed 
immediately by the Head of Finance and/or the Chief Internal Auditor. The Head of Finance 
and the Chief Internal Auditor should also ensure the relevant Corporate Director is made 
aware as appropriate. Vigorous and prompt investigations will be undertaken in all cases 
where actual or suspected fraud is discovered or reported. 

4.2. Staff can also report the matter directly to the Head of Finance or the Chief Internal 
Auditor where preferred. 

4.3. Alternatively, an employee wishing to raise any matter may do so following the 
Council’s ‘whistle-blowing’ arrangements. The Council‘s Whistleblowing Policy and 
Procedure is consistent with the Public Interest Disclosure Act 1998, with respect to the 
disclosure of information by employees and all matters highlighted under these 
arrangements will be dealt with in confidence and in strict accordance with the terms of the 
Whistleblowing Policy. This statute protects the legitimate personal interests of staff 
irrespective of how an allegation is highlighted. 

4.4. If it is found that an individual has made malicious or vexatious allegations, disciplinary 
action may be considered and implemented. 

5. Responsibilities 

5.1. The roles and responsibilities of officers and elected members are detailed in 
legislation and in the Council’s own governance provisions. This policy defines roles and 
responsibilities for dealing with the prevention of fraud internally and externally. The 
following officers and groups have a key role in dealing with the threat of fraud:  

Chief Executive 

5.2. The Chief Executive has overall responsibility for the operations and activities of the 
Council. This includes overall responsibility to ensure that the Council’s management 
arrangements in respect of fraud are adequate and effective and that any lessons to be 
learned corporately from any fraud occurrences arising are appropriately addressed.  

Corporate Directors 

5.3. Each Corporate Director is expected to display the highest standards of personal 
conduct and is responsible for establishing and maintaining a sound system of internal 
control within his/her areas of responsibility which supports the achievement of Council 
policies, aims and objectives. The system of internal control is designed to respond to and 
manage the whole range of risks which the Council faces, including minimising the scope 
for fraud. 
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S95 Officer/Head of Finance 

5.4. The Corporate Director for Enterprise and Sustainable Regeneration, being the Proper 
Officer for the purpose of Section 95 (S95) of the Local Government (Scotland) Act 1973, is 
responsible for the proper administration of the Council's financial affairs. The Head of 
Finance, as the S95 Officer’s delegate, shall be entitled to report upon the financial 
implications of any matter coming before the Council or its Committees. For the purposes of 
this policy, and in line with the Financial Regulations, the terms S95 Officer and Head of 
Finance are interchangeable. 

5.5. The Council has delegated lead responsibility for the management of fraud to the 
Corporate Director for Enterprise and Sustainable Regeneration whose duty, in accordance 
with Section 95 of The Local Government (Scotland) Act 1973, is to make proper provision 
for the administration of the Council's financial affairs. Proper administration includes 
ensuring that an adequate system of financial control exists and operates effectively 
throughout the Council which includes providing adequate resources for the prevention and 
detection of fraud. 

5.6. Other responsibilities of the Head of Finance of relevance to fraud include ensuring that 
the Council: 

 Designs an effective financial control environment to, wherever possible, prevent fraud; 

 Establishes an effective Anti-Fraud Policy and Fraud Response Plan, commensurate 
with the level of fraud risk identified, including establishing appropriate mechanisms for: 

o staff to report suspected fraud risk issues; 

o reporting significant incidents of fraud to the Chief Executive, and where appropriate 
the relevant Corporate Director; and 

o co-ordinating assurances about the effectiveness of anti-fraud arrangements to 
support the Council’s Annual Governance Statement; 

 Disseminates the Council’s Anti-Fraud Policy to all staff to ensure that they are aware of 
their responsibilities in relation to preventing and combating fraud; 

 Liaises on fraud matters with other relevant stakeholders, including the Monitoring and 
Audit Committee; 

 Ensures that vigorous, prompt and proportionate investigations are carried out where a 
fraud occurs or is suspected. 

5.7. The Service Manager for Revenues and Benefits is an active member of the National 
Anti-Fraud Network (NAFN) and liaises closely with other public sector bodies and anti-
fraud professionals to share up-to-date information and knowledge regarding common fraud 
risks. 

Head of Legal and Governance 

5.8. The Head of Legal and Governance is the Monitoring Officer for the Council. The 
Monitoring Officer is available for relevant Officers to consult on issues relating to the 
Council’s legal powers in respect of actions taken in the investigation of fraud. 
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Head of Human Resources and Organisational Development 

5.9. The Head of Human Resources (HR) and Organisational Development (OD) shall 
advise on the Council’s Disciplinary Policy and Procedures. These set out the disciplinary 
procedures which define the types of misconduct deemed to be gross misconduct and 
which may be of a kind to justify summary dismissal. These include theft and dishonest or 
fraudulent acts. The Council’s disciplinary procedures sit separately from this Corporate 
Anti-Fraud Policy and the disciplinary process does not form part of any fraud investigation. 
Any disciplinary implications arising from fraud investigations will be addressed by the 
relevant Head of Service or Corporate Director in consultation with the Head of HR and OD. 

Council Managers 

5.10. All Council managers are responsible for: 

 Assessing the types of risk involved in the areas for which they are responsible; 

 Attempting to prevent and detect fraud in their areas of responsibility; 

 Ensuring that an adequate system of internal control exists within their areas of 
responsibility and that controls operate effectively; 

 Regularly reviewing the control systems for which they are responsible; 

 Ensuring that controls are being complied with and that systems continue to operate 
effectively; 

 Learning relevant lessons from any fraud occurrences within their areas of responsibility 
and implementing new or additional controls, where appropriate where frauds have taken 
place, with a view to reducing the risk of similar frauds occurring in future; 

 Where appropriate, ensuring that staff are aware of the Council’s Contract Standing 
Orders, Financial Regulations, Scheme of Administration and Scheme of Delegation to 
Officers and that the requirements of these documents are being adhered to; and  

 Ensuring that any fraud or suspected fraud is reported to the relevant Head of Service or 
Corporate Director.  If preferred, managers may report the matter directly to the Head of 
Finance or the Chief Internal Auditor, in order to allow the matter to be investigated. 

Chief Internal Auditor  

5.11. The Chief Internal Auditor is responsible for: 

 Assisting in the deterrence and prevention of fraud by examining and evaluating the 
effectiveness of controls in line with the Internal Audit Charter; 

 Investigating reported instances or suspicions of fraud or irregularity within the Council 
on behalf of the Head of Finance. Depending on the nature and anticipated extent of the 
allegations, Internal Audit will normally work closely with relevant managers and other 
agencies, such as Police Scotland, to ensure that all allegations and evidence are 
properly investigated and reported. Where Internal Audit considers that the involvement 
of the Police is necessary, the Chief Executive and the Head of Finance will be consulted 
and their approval obtained before a referral is made. The Monitoring Officer will be 
contacted for advice on any legal obligation to report the matter to the Police. 

 Depending on the circumstances, where the Council’s disciplinary procedures are being 
followed, acting as an Adviser to the Investigating Officer; 
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 Ensuring that relevant managers have reviewed risk exposures to services and have, 
where appropriate, identified the possibility of fraud as a business risk; 

 Delivering an opinion to the Head of Finance on the adequacy of arrangements for 
managing the risk of fraud and fostering an anti-fraud culture within the Authority; 

 Advising the Monitoring and Audit Committee, which has an overseeing and monitoring 
role regarding the Council’s risk management and internal control arrangements, of all 
work carried out on significant frauds on a periodic basis; 

 Notifying the Council’s External Auditors on a periodic basis regarding all frauds to allow 
the External Auditors to discharge their responsibility to provide information regarding 
fraud perpetrated against the Council to Audit Scotland. 

Council Staff 

5.12. Every member of Council staff is responsible for: 

 Complying with the Council’s Scheme of Administration, Scheme of Delegation to 
Officers, Contract Standing Orders and Financial Regulations and other codes of 
conduct and policies such as health and safety and information security policies; 

 Dealing with gifts other than those of a trivial nature in accordance with the Council’s 
Code of Conduct for Employees; 

 Refusing any fee, commission or other payment arising in any way from or through their 
Council employment; 

 Declaring any possible conflicts of interest which they may have, whether in contracts 
entered into by the Council or otherwise, in accordance with the Code of Conduct for 
Employees; 

 Acting with propriety in the use of official resources and the handling and use of public 
funds, whether involved with cash, payments systems, receipts or dealing with suppliers; 

 Conducting themselves with integrity and honesty; 

 Complying fully with any relevant Code of Conduct or Code of Ethics related to their 
personal professional qualifications; 

 Being alert to the possibility that unusual events or transactions could be indicators of 
fraud; 

 Reporting details immediately to their Line Manager or to others using the Council’s 
Whistle-blowing Policy, if appropriate, if they suspect a fraud; and  

 Co-operating fully with fraud investigations. 

5.13. The Council has a Corporate Protection Group whose remit is to reduce 
organisational vulnerabilities across all services and functions through prevention. 
Membership of the Group includes senior officers with organisational responsibility for 
areas at risk from fraud. All members of the group are expected to highlight emerging 
threats, vulnerabilities, risks, opportunities and action they are taking to address issues that 
may impact on the organisation. 

Elected Members 

5.14. As elected representatives, all members of the Council have a duty to citizens to 
protect the Council from all forms of abuse. This is done through this policy, compliance 
with the Councillors’ Code of Conduct as prepared by the Standards Commission for 
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Scotland, the Council’s Financial Regulations and Contract Standing Orders, and relevant 
legislation. 

5.15. The adequacy and effectiveness of the Council’s financial systems is independently 
monitored and assessed annually by the Council's External Auditors. Audit reports 
confirming the outcome of the audits are scrutinised by the Elected Members. 

6. Conclusion 

6.1. The Council recognises the importance of making best use of public resources and of 
demonstrating high standards of corporate governance. The Council takes fraud very 
seriously and all cases of actual or suspected fraud will be vigorously and promptly 
investigated and appropriate action taken. 

6.2. The Council has in place a clear network of systems and procedures to assist it in the 
fight against fraud and corruption. It is determined that these arrangements will keep pace 
with any future developments in both preventative, deterrent and detection techniques 
regarding fraudulent or corrupt activity that may affect its operation. 

6.3. This policy will be subject to review on a 3 yearly basis, or sooner should there be any 
relevant legislative changes, to ensure continued relevance and consistency in application. 

6.4. The Council has a Fraud Response Plan which sets out how to report fraud or 
suspicion of fraud and how investigations will be instigated, conducted and concluded. This 
plan forms part of the Council’s Anti-Fraud Policy and is included at Appendix A. 

6.5. The steps of reporting and responding to fraud are illustrated at Appendix B. 

6.6. A list of related documents is included at Appendix C for information. 
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Appendix A 

Orkney Islands Council Fraud Response Plan 

1. Introduction 

This plan details the process which will be followed in the event of any fraud or suspected 
fraud being identified. 

The plan shall be invoked by the Head of Finance or in their absence the Chief Internal 
Auditor and shall involve reporting the fraud or suspected fraud to the Fraud Response 
Team and agreeing as a team the detailed response required. The Chief Executive should 
be informed immediately by the Head of Finance and/or the Chief Internal Auditor. The 
Head of Finance and the Chief Internal Auditor should also ensure the relevant Corporate 
Director is made aware as appropriate.  

The Fraud Response Team consists of the Head of Finance, the Chief Internal Auditor, the 
Head of Legal and Governance and the Head of HR and OD. 

The nature and circumstances of individual frauds may vary (e.g. obtaining money, assets, 
contracts, benefits or advantages through deliberate deceit, (whether active or passive)) but 
all reported frauds/suspected frauds will be investigated thoroughly and timeously, and 
appropriate action taken.  

2. Stage 1: Discovery 

Concerns regarding suspected fraud may be raised by any employee or elected member. 
Employees and elected members can raise concerns without fear of recriminations and be 
assured that concerns will be treated seriously and will be properly investigated. The 
Council will, wherever possible, observe the wishes of an employee or elected member 
raising concerns who does not wish his/her identity to be disclosed. 

On discovery or suspicion of fraud the reporting procedure to be followed is: - 

 The employee should report the suspected fraud to their line manager: this may be 
their immediate manager, Head of Service or Corporate Director; or 

 Alternatively, employees can report the suspected fraud directly to the Head of 
Finance or the Chief Internal Auditor. 

 Elected members should report suspected fraud to the Chief Executive, any 
Corporate Director, the Head of Finance or the Chief Internal Auditor as 
considered appropriate. 

Where the concern has been reported to an employee’s Line Manger, the Line Manager 
who has received the concern must report the matter immediately to the Head of Finance 
and/or the Chief Internal Auditor. The Head of HR and OD should also be informed in order 
that Council Disciplinary Procedures are followed. 

The Head of Finance or the Chief Internal Auditor shall notify the Chief Executive and the 
Head of Legal and Governance of the suspected fraud. Relevant Corporate Directors shall 
also be informed as appropriate.  
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Where any matter of suspected fraud or other financial misconduct is identified and is being 
considered for investigation under the disciplinary procedures, the Head of Finance and the 
Chief Internal Auditor must be advised prior to the start of any investigation. 

Suspected frauds may be reported via the Council’s ‘Whistleblowing’ procedures, in which 
case, the requirements of the Whistleblowing Policy shall be adhered to whilst also 
following the Corporate Ant-Fraud Policy and the Fraud Response Plan. 

The Council encourages members of the public who suspect fraud, bribery or corruption in 
the Council to contact the Head of Finance or the Chief Internal Auditor. 

Stage 2: Safeguard Evidence 

It is not the duty of individual employees to investigate suspected fraud.  However, it is 
essential that evidence is safeguarded. 

As soon as a fraud or irregularity is suspected, every effort must be made to ensure that all 
relevant documentation has been secured and the necessary steps have been taken to 
preserve the evidence (for example, records should be retained of persons handling the 
evidence and no marks should be made on original documentation). Where evidence is 
suspected to be held on a pc/laptop etc., the device should not be switched on and advice 
should be sought from Internal Audit as to the necessary course of action. Internal Audit will 
liaise with IT Services as required. 

Stage 3: Investigation Process 

The Chief Internal Auditor may make initial enquiries for the purposes of determining the 
likely level of investigation, and in particular for determining at the outset whether Police 
involvement is required. 

The Fraud Response Team shall then, depending on the nature of the suspected fraud, 
agree the investigation process. 

The audit approach to the investigation of a potential fraud is likely to vary depending on the 
nature and complexity of the fraud, the number and seniority of employees involved and the 
nature of the Service in which the suspected fraud has occurred etc. 

The approach taken generally falls into four main categories, namely: 

 After appropriate consultation with the Chief Executive, the case is passed immediately 
to the Police who will carry out the investigation; or 

 The investigation is commenced by Internal Audit. However if during the investigation it is 
determined that Police involvement is required the Chief Internal Auditor shall 
immediately notify the Head of Finance who shall make the necessary contact with the 
Chief Executive and Fraud Response Team; or 

 The investigation is carried out by Internal Audit with the assistance of the Service 
involved on request by Internal Audit as part of the evidence gathering process; or 

 An HR disciplinary investigation takes place which may run in parallel and be linked to 
the Internal Audit investigation. Depending on the circumstances, where the Council’s 
disciplinary procedures are being followed, Internal Audit may act as an Adviser to the 
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Investigating Officer or they may simply be advised of the outcome of the investigation 
and provided with a copy of the investigation report and appendices for information. 

The Head of HR and OD shall advise on any required disciplinary procedures.  
Circumstances may require the temporary relocation or suspension of an employee. Such 
decisions rest with the appropriate Corporate Director or Head of Service and must be in 
accordance with relevant Council policies including disciplinary procedures. In instances 
were a precautionary suspension is being considered, advice should be sought from HR. In 
circumstances where an employee is suspended, he or she should be escorted from the 
premises immediately, only being allowed to remove personal belongings under 
supervision.  

The Chief Executive and the relevant Corporate Director will be kept informed by the Head 
of Finance of all allegations of major frauds and any subsequent developments which may 
have a significant impact or affect the Council's reputation. 

The approval of the Chief Executive and the Head of Finance shall be obtained prior to 
contacting the Police in respect of any allegations of fraud or other financial misconduct. 
The Monitoring Officer will be contacted for advice on any legal obligation to report the 
matter to the Police. 

Internal Audit Officers shall act as independent investigators to establish whether there is 
any substance to allegations made.  Internal Audit Officers shall seek to establish the facts 
as far as possible by obtaining sufficient, relevant, reliable evidence, quantifying any loss, 
identifying any control weaknesses or failures and recommending improvements to address 
control weaknesses. 

In terms of Financial Regulation 17.3, the Chief Internal Auditor or their authorised 
representative shall have authority to examine all Council records, cash, stores and other 
property, obtain such explanations as deemed necessary and to enter at all reasonable 
times any Council premises or land. 

If at any time during the investigation the Internal Audit Officers are of the opinion that the 
Police should be notified, the Chief Internal Auditor shall inform the Chief Executive and the 
Head of Finance. 

If at any time during the investigation the Internal Audit Officers are concerned about the 
continued presence of an employee within the workplace, the Chief Internal Auditor shall 
inform the Head of HR and OD and the Head of Finance. 

As part of any fraud investigation Internal Audit may require to interview Council 
employees. 

Stage 4: Conclusion of Investigation and Subsequent Action 

Once the investigation has been concluded, a written factual report will be issued by the 
Chief Internal Auditor in consultation with the Head of Finance. The report shall be issued to 
the Chief Executive, members of the Fraud Response Team and to the relevant Corporate 
Directors and Managers. The report shall detail the findings of the investigation and where 
required include recommendations to improve controls, thus mitigating the threat of similar 
frauds in the future. 
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It is the responsibility of the relevant Head of Service and/or Corporate Director, in 
consultation with Human Resources staff, to consider whether any disciplinary process is 
required as a result of the investigation.  

The Chief Internal Auditor, or Lead Auditor who conducted the fraud investigation, will 
attend any subsequent disciplinary hearing, if requested, to act as a witness.  Alternatively, 
Internal Audit may act as an Adviser to the Investigating Officer or they may simply be 
advised of the outcome of the investigation and provided with a copy of the investigation 
report and appendices for information. 

Internal Audit officers shall attend any subsequent disciplinary proceedings, where 
appropriate, in the role of witness. 

The Corporate Protection Group shall be advised as required, on an anonymised basis, of 
the outcome of any fraud investigation.  This shall be in accordance with the remit of the 
Corporate Protection Group. 

Media Control 

The Council’s Communications Team Manager has been designated by the Chief 
Executive as the appropriate officer to manage all contact with the media (should media 
involvement be likely) to ensure that the release of information is both consistent and 
controlled. No statements should be given or made to the press by any member of staff 
unless through the Communications team, who will liaise with the appropriate Corporate 
Director, the Chief Executive, members of the Fraud Response Team and the Head of HR 
and OD if a disciplinary investigation is underway or has been undertaken.  

The release of information to the media should aim to publicise the Council’s intolerance of 
fraud or corruption both within the Council and by users of its services, it also serves to 
publicise action taken against those who would perpetrate such fraud or corruption against 
the Council. 
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Appendix B 

Orkney Islands Council Corporate Anti-Fraud Policy 

Reporting and Responding to Fraud 

Employee has suspicions 
of fraud, bribery or 
corruption

Notify Line Management 
or other independent 
person for example Head 
of Finance or Chief 
Internal Auditor

Line Manager 
informs Human 
Resources

Line Manager notifies 
Chief Internal Auditor and 
Head of Finance 

Human Resources 
investigate in 
accordance with OIC 
Disciplinary Policy 
and Procedures 

Fraud Response Team 
agrees the nature of the 
investigation 

Investigation and 
Interviews carried out by 
Police, Internal Audit, or 
HR

Report findings to Chief 
Executive, relevant 
Corporate Director, Head 
of Service and Fraud 
Response Team

Corporate Director and 
Head of Service take 
appropriate action 

Chief Executive and 
Fraud Response Team 
notified of suspected 
fraud
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Appendix C 

List of Related Documents 

The following list of documents includes other existing policies, procedures and guidance 
notes which touch upon issues which are of relevance, or are closely related, to fraud 
matters. The list is not exhaustive and will be subject to periodic update without requiring a 
formal review of this policy. 

 Scheme of Delegation to Officers 

 Scheme of Administration 

 Contract Standing Orders  

 Financial Regulations  

 Whistleblowing Policy and Procedure   

 Disciplinary Policies and Procedures  

 Employees’ Code of Conduct  

 Acceptable Use of ICT Policy  

 ICT Security Policy 

 Housing Benefit and Council Tax Reduction – Anti-Fraud Policy 

 Housing Benefit – Prosecution Policy 
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1. Introduction 
1.1 Orkney Islands Council expects its staff and elected members at all times to act 
honestly, with integrity, and to safeguard the public resources for which they are 
responsible. The Council expects this honesty and integrity to extend to all individuals and 
organisations with whom it deals including contractors and their employees. 

1.2. The Council has a zero tolerance attitude and will not accept any level of fraud, bribery 
or corruption. Any instances of fraud or suspected fraud will be investigated thoroughly and 
dealt with appropriately. Every opportunity will be taken to seek to recover any loss suffered 
by the Council as a result of fraud. 

1.3. The Council is committed to ensuring that opportunities for fraud, bribery and 
corruption are minimised wherever practicable and, where appropriate and legal, will co-
operate and share information with other local authorities and public sector bodies in the 
prevention, detection and investigation of fraud, bribery and corruption. 

1.4. This policy will be communicated to all employees, elected members and external 
stakeholders and published on the Council’s website to ensure awareness. 

1.5. This policy does not cover the procedures to be followed in respect of Housing Benefit 
or Council Tax Reduction for the reporting, investigation or prosecution of such fraud. 
Separate policies for these are located at http://www.orkney.gov.uk/Service-
Directory/B/Benefit-Fraud_2.htmhere. 

2. Definition of fraudFraud 
2.1. Although no precise legal definition of fraud exists in Scotland, the Accounts 
Commission for Scotland describes fraud as the use of deception with the intention of 
obtaining private gain, avoiding an obligation or causing a loss to another party.  

2.2. Fraud can be used to describe a wide variety of dishonest behaviour, such as theft, 
false accounting, embezzlement, forgery, bribery, corruption, deception, false 
representation, concealment of material facts and other dishonest actions which result in 
loss. The fraudulent use of Information and Communication Technology (ICT) resources is 
included in this definition, where its use is a material factor in carrying out a fraud. 

2.3. Fraud can occur within the Council or can be perpetrated against the Council by 
outside parties. 

3. Bribery 
3.1. A bribe is an offer or promise of a financial or other advantage, designed to induce 
another person to perform improperly in their position of trust and responsibility. The Bribery 
Act 2010 is UK-wide legislation that:  

 makes it a criminal offence to give, promise or offer a bribe and to request, agree to 
receive or accept a bribe either within or outwith the UK; 

 specifies the maximum penalty for bribery as up to 10 years imprisonment, with an 
unlimited fine; and 

Field Code Changed
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 introduces a corporate offence of failure to prevent bribery by persons working on 
behalf of a business. 

4. Procedures for reporting fraud 
4.1. Managers and staff must always be alert to the risk of fraud, theft, bribery and 
corruption. The Council has in place clear procedures for reporting instances of actual or 
suspected fraud. In the first instance staff should report fraud or suspicion of fraud to their 
Line Manager, Head of Service or ExecutiveCorporate Director, who must inform the Head 
of Finance and the Council’s Chief Internal Auditor. The Chief Executive will be informed 
immediately by the Head of Finance and/or the Chief Internal Auditor. The Head of Finance 
and the Chief Internal Auditor should also ensure the relevant ExecutiveCorporate Director 
is made aware as appropriate. Vigorous and prompt investigations will be undertaken in all 
cases where actual or suspected fraud is discovered or reported. 

4.2. Staff can also report the matter directly to the Head of Finance or the Chief Internal 
Auditor where preferred. 

4.3. Alternatively, an employee wishing to raise any matter may do so following the 
Council’s ‘whistle-blowing’ arrangements. The Council‘s Whistleblowing Policy and 
Procedure is consistent with the Public Interest Disclosure Act 1998, with respect to the 
disclosure of information by employees and all matters highlighted under these 
arrangements will be dealt with in confidence and in strict accordance with the terms of the 
Whistleblowing Policy. This statute protects the legitimate personal interests of staff 
irrespective of how an allegation is highlighted. 

4.4. If it is found that an individual has made malicious or vexatious allegations, disciplinary 
action may be considered and implemented. 

5. Responsibilities 
5.1. The roles and responsibilities of officers and elected members are detailed in 
legislation and in the Council’s own governance provisions. This policy defines roles and 
responsibilities for dealing with the prevention of fraud internally and externally. The 
following officers and groups have a key role in dealing with the threat of fraud:  

Chief Executive 

5.2. The Chief Executive has overall responsibility for the operations and activities of the 
Council. This includes overall responsibility to ensure that the Council’s management 
arrangements in respect of fraud are adequate and effective and that any lessons to be 
learned corporately from any fraud occurrences arising are appropriately addressed.  

ExecutiveCorporate Directors 

5.3. Each ExecutiveCorporate Director is expected to display the highest standards of 
personal conduct and is responsible for establishing and maintaining a sound system of 
internal control within his/her areas of responsibility which supports the achievement of 
Council policies, aims and objectives. The system of internal control is designed to respond 
to and manage the whole range of risks which the Council faces, including minimising the 
scope for fraud. 
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Head of Finance 

5.4.5.4 The Corporate Director for Enterprise and Sustainable Regeneration, being the 
Proper Officer for the purpose of Section 95 (S95) of the Local Government (Scotland) Act 
1973, is responsible for the proper administration of the Council's financial affairs. The 
Head of Finance, as the S95 Officer’s delegate, shall be entitled to report upon the financial 
implications of any matter coming before the Council or its Committees. For the purposes of 
this policy, and in line with the Financial Regulations, the terms S95 Officer and Head of 
Finance are interchangeable. 

5.5. The Council has delegated lead responsibility for the management of fraud to the 
Corporate Director for Enterprise and Sustainable RegenerationHead of Finance whose 
duty, in accordance with Section 95 of The Local Government (Scotland) Act 1973, is to 
make proper provision for the administration of the Council's financial affairs. Proper 
administration includes ensuring that an adequate system of financial control exists and 
operates effectively throughout the Council which includes providing adequate resources 
for the prevention and detection of fraud.  

5.56. Other responsibilities of the Head of Finance of relevance to fraud include ensuring 
that the Council: 

 Designs an effective financial control environment to, wherever possible, prevent 
fraud; 

 Establishes an effective Anti-Fraud Policy and Fraud Response Plan, commensurate 
with the level of fraud risk identified, including establishing appropriate mechanisms 
for: 

o sstafftaff to report suspected fraud risk issues; 

o reporting significant incidents of fraud to the Chief Executive, and where 
appropriate the relevant ExecutiveCorporate Director; and 

o co-ordinating assurances about the effectiveness of anti-fraud arrangements to 
support the Council’s Annual Governance Statement; 

 Disseminates the Council’s Anti-Fraud Policy to all staff to ensure that they are aware 
of their responsibilities in relation to preventing and combating fraud; 

 Liaises on fraud matters with other relevant stakeholders, including the Monitoring and 
Audit Committee; 

 Ensures that vigorous, prompt and proportionate investigations are carried out where 
a fraud occurs or is suspected.; 

 

5.7. The Service Manager for Revenues and BenefitsCouncil is an active member of the 
National Anti-Fraud Network (NAFN) and liaises closely with other public sector bodies and 
anti-fraud professionals to share up-to-date information and knowledge regarding common 
fraud risks. 
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Head of Legal Services and Governance 

5.68. The Head of Legal Servicesand Governance is the Monitoring Officer for the Council. 
The Monitoring Officer is available for relevant Officers to consult on issues relating to the 
Council’s legal powers in respect of actions taken in the investigation of fraud. 

Head of Human Resources and PerformanceOrganisational Development 

5.79. The Head of Human Resources (HR) and PerformanceOrganisational Development 
(OD) shall advise on the Council’s Disciplinary Policy and Procedures. These set out the 
disciplinary procedures which define the types of misconduct deemed to be gross 
misconduct and which may be of a kind to justify summary dismissal. These include theft 
and dishonest or fraudulent acts. The Council’s disciplinary procedures sit separately from 
this Corporate Anti-Fraud Policy and the disciplinary process does not form part of any 
fraud investigation. Any disciplinary implications arising from fraud investigations will be 
addressed by the relevant Head of Service or ExecutiveCorporate Director in consultation 
with the Head of HR and PerformanceOrganisational Development. 

Council Managers 

5.810. All Council managers are responsible for: 

 Assessing the types of risk involved in the areas for which they are responsible; 

 Attempting to prevent and detect fraud in their areas of responsibility; 

 Ensuring that an adequate system of internal control exists within their areas of 
responsibility and that controls operate effectively; 

 Regularly reviewing the control systems for which they are responsible; 

 Ensuring that controls are being complied with and that systems continue to operate 
effectively; 

 Learning relevant lessons from any fraud occurrences within their areas of 
responsibility and implementing new or additional controls, where appropriate where 
frauds have taken place, with a view to reducing the risk of similar frauds occurring in 
future; 

 Where appropriate, ensuring that staff are aware of the Council’s Contract Standing 
Orders, Financial Regulations, Scheme of Administration and Scheme of Delegation 
to Officers and that the requirements of these documents are being adhered to; and  

 Ensuring that any fraud or suspected fraud is reported to the relevant Head of Service 
or ExecutiveCorporate Director.  If preferred, managers may report the matter directly 
to the Head of Finance or the Chief Internal Auditor, in order to allow the matter to be 
investigated. 

The Chief Internal Auditor  

5.911. The Chief Internal Auditor is responsible for: 

 Assisting in the deterrence and prevention of fraud by examining and evaluating the 
effectiveness of controls in line with the Internal Audit Charter; 

 Investigating reported instances or suspicions of fraud or irregularity within the Council 
on behalf of the Head of Finance. Depending on the nature and anticipated extent of 
the allegations, Internal Audit will normally work closely with relevant managers and 
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other agencies, such as Police Scotlandr , to ensure that all allegations and evidence 
are properly investigated and reported. Where Internal Audit considers that the 
involvement of the Police is necessary, the Chief Executive and the Head of Finance 
will be consulted and their approval obtained before a referral is made. The Monitoring 
Officer will be contacted for advice on any legal obligation to report the matter to the 
Police. 

 Depending on the circumstances, where the Council’s disciplinary procedures are 
being followed, acting as an Adviser to the Investigating Officer; 

 Ensuring that relevant managers have reviewed risk exposures to services and have, 
where appropriate, identified the possibility of fraud as a business risk; 

 Delivering an opinion to the Head of Finance on the adequacy of arrangements for 
managing the risk of fraud and fostering an anti-fraud culture within the Authority; 

 Advising the Monitoring and Audit Committee, which has an overseeing and 
monitoring role regarding the Council’s risk management and internal control 
arrangements, of all work carried out on significant frauds on a periodic basis; 

 Notifying the Council’s External Auditors on a periodic basis regarding all frauds to 
allow the Eexternal Aauditors to discharge their responsibility to provide information 
regarding fraud perpetrated against the Council to Audit Scotland. 

Council Staff 

5.1012. Every member of Council staff is responsible for: 

 Complying with the Council’s Scheme of Administration, Scheme of Delegation to 
Officers, Contract Standing Orders and Financial Regulations and other codes of 
conduct and policies such as health and safety and information security policies; 

 Dealing with gifts other than those of a trivial nature in accordance with the Council’s 
Code of Conduct for Employees; 

 Refusing any fee, commission or other payment arising in any way from or through 
their Council employment; 

 Declaring any possible conflicts of interest which they may have, whether in contracts 
entered into by the Council or otherwise, in accordance with the Employees’ Code of 
Conduct for Employees;   

 Acting with propriety in the use of official resources and the handling and use of public 
funds, whether involved with cash, payments systems, receipts or dealing with 
suppliers; 

 Conducting themselves with integrity and honesty; 

 Complying fully with any relevant Code of Conduct or Code of Ethics related to their 
personal professional qualifications; 

 Being alert to the possibility that unusual events or transactions could be indicators of 
fraud; 

 Reporting details immediately to their Line Manager or to others using the Council’s 
Whistle-blowing Policy, if appropriate, if they suspect a fraud; and  

 Co-operating fully with fraud investigations. 

5.1113. The Council has a Corporate Protection Group whose remit is to reduce 
organisational vulnerabilities across all services and functions through prevention. 
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Membership of the Group includes senior officers with organisational responsibility for 
areas at risk from fraud. All members of the group are expected to highlight emerging 
threats, vulnerabilities, risks, opportunities and action they are taking to address issues that 
may impact on the organisation. 

Elected Members 

5.1214. As elected representatives, all members of the Council have a duty to citizens to 
protect the Council from all forms of abuse. This is done through this policy, compliance 
with the Councillors’ Code of Conduct as prepared by the Standards Commission for 
Scotland, the Council’s Financial Regulations and Contract Standing Orders, and relevant 
legislation. 

Commission, the Council’s Financial Regulations and Standing Orders, and relevant 
legislation. 

5.1315. The adequacy and effectiveness of the Council’s financial systems is also 
independently monitored and assessed annually by the Council's External Auditors, and the 
audit reports confirming the outcome of the audits are scrutinised by the Elected Members. 
. 

5.1415. The Council is an active member of the National Anti-Fraud Network (NAFN) and 
liaises closely with other public sector bodies and anti-fraud professionals to share up-to-
date information and knowledge regarding common fraud risks. 

6. Conclusion 
6.1. The Council recognises the importance of making best use of public resources and of 
demonstrating high standards of corporate governance. The Council takes fraud very 
seriously and all cases of actual or suspected fraud will be vigorously and promptly 
investigated and appropriate action taken. 

6.2. The Council has in place a clear network of systems and procedures to assist it in the 
fight against fraud and corruption. It is determined that these arrangements will keep pace 
with any future developments in both preventative, deterrent and detection techniques 
regarding fraudulent or corrupt activity that may affect its operation. 

6.3. This policy will be subject to review on a 3 yearly basis, or sooner should there be any 
relevant legislative changes, to ensure continued relevance and consistency in application. 

6.4. The Council has a Fraud Response Plan which sets out how to report fraud or 
suspicion of fraud and how investigations will be instigated, conducted and concluded. This 
plan forms part of the Council’s Anti-Fraud Policy and is included at Appendix A. 

6.5. The steps of reporting and responding to fraud are illustrated at Appendix B. 

6.6. A list of related documents is included at Appendix C for information. 

 



 

11 
 

    

Appendix A 

Orkney Islands Council Fraud Response Plan 

1. Introduction 

This plan details the process which will be followed in the event of any fraud or suspected 
fraud being identified. 

The plan shall be invoked by the Head of Finance or in their absence the Chief Internal 
Auditor and shall involve reporting the fraud or suspected fraud to the Fraud Response 
Team and agreeing as a team the detailed response required. The Chief Executive should 
be informed immediately by the Head of Finance and/or the Chief Internal Auditor. The 
Head of Finance and the Chief Internal Auditor should also ensure the relevant 
ExecutiveCorporate Director is made aware as appropriate.  

The Fraud Response Team consists of the Head of Finance, the Chief Internal Auditor, the 
Head of Legal Servicesand Governance and the Head of HR and PerformanceOD. 

The nature and circumstances of individual frauds may vary (e.g. obtaining money, assets, 
contracts, benefits or advantages through deliberate deceit, (whether active or passive)) but 
all reported frauds/suspected frauds will be investigated thoroughly and timeously, and 
appropriate action taken.  

2. Stage 1: Discovery 

Concerns regarding suspected fraud may be raised by any employee or elected member. 
Employees and elected members can raise concerns without fear of recriminations, and be 
assured that concerns will be treated seriously and will be properly investigated. The 
Council will, wherever possible, observe the wishes of an employee or elected member 
raising concerns who does not wish his/her identity to be disclosed. 

On discovery or suspicion of fraud the reporting procedure to be followed is: 

 The employee should report the suspected fraud to their line manager: this 
may be their immediate manager, Head of Service or ExecutiveCorporate 
Director; or 

 Alternatively, employees can report the suspected fraud directly to the Head of 
Finance or the Chief Internal Auditor. 

 Elected members should report suspected fraud to the Chief Executive, any 
ExecutiveCorporate Director, the Head of Finance or the Chief Internal Auditor 
as considered appropriate. 

Where the concern has been reported to an employee’s Line Manger, the Line Manager 
who has received the concern must report the matter immediately to the Head of Finance 
and/or the Chief Internal Auditor. The Head of HR and Performance OD should also be 
informed in order that Council Disciplinary Procedures are followed. 
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The Head of Finance or the Chief Internal Auditor shall notify the Chief Executive and the 
Head of Legal Services and Governance of the suspected fraud. Relevant 
ExecutiveCorporate Directors shall also be informed as appropriate.  

Where any matter of suspected fraud or other financial misconduct is identified and is being 
considered for investigation under the disciplinary procedures, the Head of Finance and the 
Chief Internal Auditor must be advised prior to the start of any investigation. 

Suspected frauds may be reported via the Council’s ‘Whistleblowing’ procedures, in which 
case, the requirements of the Whistleblowing Policy shall be adhered to whilst also 
following the Corporate Ant-Fraud Policy and the Fraud Response Plan. 

The Council encourages members of the public who suspect fraud, bribery or corruption in 
the Council to contact the Head of Finance or the Council’s Chief Internal Auditor. 

Stage 2: Safeguard Evidence 

It is not the duty of individual employees to investigate suspected fraud.  However, it is 
essential that evidence is safeguarded. 

As soon as a fraud or irregularity is suspected, every effort must be made to ensure that all 
relevant documentation has been secured and the necessary steps have been taken to 
preserve the evidence (for example, records should be retained of persons handling the 
evidence and no marks should be made on original documentation). Where evidence is 
suspected to be held on a pc/laptop etc., the device should not be switched on and advice 
should be sought from Internal Audit as to the necessary course of action. Internal Audit will 
liaise with IT Services as required. 

Stage 3: Investigation Process 

The Chief Internal Auditor may make initial enquiries for the purposes of determining the 
likely level of investigation, and in particular for determining at the outset whether Police 
involvement is required. 

The Fraud Response Team shall then, depending on the nature of the suspected fraud, 
agree the investigation process. 

The audit approach to the investigation of a potential fraud is likely to vary depending on the 
nature and complexity of the fraud, the number and seniority of employees involved and the 
nature of the Service in which the suspected fraud has occurred etc. 

The approach taken generally falls into four main categories, namely: 

 After appropriate consultation with the Chief Executive, the case is passed 
immediately to the Police who will carry out the investigation; or 

 The investigation is commenced by Internal Audit. However if during the 
investigation it is determined that Police involvement is required the Chief Internal 
Auditor shall immediately notify the Head of Finance who shall make the necessary 
contact with the Chief Executive and Fraud Response Team; or 

 The investigation is carried out by Internal Audit with the assistance of the Service 
involved on request by Internal Audit as part of the evidence gathering process; or 
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 An HR disciplinary investigation takes place which may run in parallel and be linked 
to the Internal Audit investigation. Depending on the circumstances, where the 
Council’s disciplinary procedures are being followed, Internal Audit may act as an 
Adviser to the Investigating Officer or they may simply be advised of the outcome of 
the investigation and provided with a copy of the investigation report and appendices 
for information. 

 
The Head of HR and OD shall advise on any required disciplinary procedures. 
Circumstances may require the temporary relocation or suspension of an employee. Such 
decisions rest with the appropriate ExecutiveCorporate Director or Head of Service and 
must be in accordance with relevant Council policies including disciplinary procedures. In 
instances where a precautionary suspension is being considered, advice should be sought 
from HR. In circumstances where an employee is suspended, he or she should be escorted 
from the premises immediately, only being allowed to remove personal belongings under 
supervision. 

The Chief Executive and the relevant ExecutiveCorporate Director will be kept informed by 
the Head of Finance of all allegations of major frauds and any subsequent developments 
which may have a significant impact or affect the Council's reputation. 

The approval of the Chief Executive and the Head of Finance shall be obtained prior to 
contacting the Police in respect of any allegations of fraud or other financial misconduct. 
The Monitoring Officer will be contacted for advice on any legal obligation to report the 
matter to the Police. 

Internal Audit Officers shall act as independent investigators to establish whether there is 
any substance to allegations made.  Internal Audit Officers shall seek to establish the facts 
as far as possible by obtaining sufficient, relevant, reliable evidence, quantifying any loss, 
identifying any control weaknesses or failures and recommending improvements to address 
control weaknesses. 

In terms of Financial Regulation 1617.3, the Chief Internal Auditor or their authorised 
representative shall have authority to examine all Council records, cash, stores and other 
property, obtain such explanations as deemed necessary and to enter at all reasonable 
times any Council premises or land. 

If at any time during the investigation the Internal Audit Officers are of the opinion that the 
Police should be notified, the Chief Internal Auditor shall inform the Chief Executive and the 
Head of Finance.   

If at any time during the investigation the Internal Audit Officers are concerned about the 
continued presence of an employee within the workplace, the Chief Internal Auditor shall 
inform the Head of HR and PerformanceOD and the Head of Finance. 

As part of any fraud investigation Internal Audit may require to interview Council 
employees. 

Stage 4: Conclusion of Investigation and Subsequent Action 

Once the investigation has been concluded, a written factual report will be issued by the 
Chief Internal Auditor in consultation with the Head of Finance. The report shall be issued to 
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the Chief Executive, members of the Fraud Response Team and to the relevant 
ExecutiveCorporate Directors and Managers. The report shall detail the findings of the 
investigation and where required include recommendations to improve controls, thus 
mitigating the threat of similar frauds in the future. 

It is the responsibility of the relevant Head of Service and/or ExecutiveCorporate Director, in 
consultation with Human Resources staff, to consider whether any disciplinary process is 
required as a result of the investigation.  

The Chief Internal Auditor, or Lead Auditor who conducted the fraud investigation, will 
attend any subsequent disciplinary hearing, if requested, to act as a witness.  Alternatively, 
Internal Audit may act as an Adviser to the Investigating Officer or they may simply be 
advised of the outcome of the investigation and provided with a copy of the investigation 
report and appendices for information. 

Internal Audit Oofficers shall attend any subsequent disciplinary proceedings, where 
appropriate, in the role of witness. 

The Corporate Protection Group shall be advised as required, on an anonymised basis, of 
the outcome of any fraud investigation.  This shall be in accordance with the remit of the 
Corporate Protection Group. 

Media Control 

The Council’s Communications Team LeaderManager has been designated by the Chief 
Executive as the appropriate officer to manage all contact with the media (should media 
involvement be likely) to ensure that the release of information is both consistent and 
controlled. No statements should be given or made to the press by any member of staff 
unless through the Communications team, who will liaise with the appropriate 
ExecutiveCorporate Director, the Chief Executive, members of the Fraud Response Team 
and the Head of HR and PerformanceOD if a disciplinary investigation is underway or has 
been undertaken.  

The release of information to the media should aim to publicise the Council’s intolerance of 
fraud or corruption both within the Council and by users of its services, it also serves to 
publicise action taken against those who would perpetrate such fraud or corruption against 
the Council. 

  



 

15 
 

    

Appendix B 

Orkney Islands Council Corporate Anti-Fraud Policy 

Reporting and Responding to Fraud 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 
 
 
 
 
 

 

 

 

 

Employee has suspicions 
of fraud, bribery or 

Notify Line Management 
or other independent 
person for example Head 
of Finance or Chief 
I t l A dit

Employee has suspicions 
of fraud, bribery or 

Notify Line Management 
or other independent 
person for example Head 
of Finance or Chief 
Internal Auditor 

Line Manager 
informs Human 
Resources 

Line Manager notifies 
Chief Internal Auditor and 
Head of Finance 

Human Resources 
investigate in 
accordance with OIC 
Disciplinary Policy 
and Procedures 

Fraud Response Team 
agrees the nature of the 
investigation 

Investigation and 
Interviews carried out by 
Police, Internal Audit, or 
HR 

Report findings to Chief 
Executive, relevant 
Executive Director, Head 
of Service and Fraud 
Response Team 

Executive Director and 
Head of Service take 
appropriate action 

Chief Executive and 
Fraud Response Team 
notified of suspected 
fraud 



 

16 
 

    

 

 

 

 

 

 

 

 

 

 

 

 
 
 
 
 
 

Line Manager 
informs Human 
Resources 

Line Manager notifies 
Chief Internal Auditor and 
Head of Finance 

Human Resources 
investigate in 
accordance with OIC 
Disciplinary Policy 
and Procedures 

Fraud Response Team 
agrees the nature of the 
investigation 

Investigation and 
Interviews carried out by 
Police, Internal Audit, or 
HR 

Report findings to Chief 
Executive, relevant 
Corporate Director, Head 
of Service and Fraud 
Response Team 

Corporate Director and 
Head of Service take 
appropriate action 

Chief Executive and 
Fraud Response Team 
notified of suspected 
fraud 



 

17 
 

    

Appendix C 

LIST OF RELATED DOCUMENTS 

The following list of documents includes other existing policies, procedures and guidance 
notes which touch upon issues which are of relevance, or are closely related, to fraud 
matters. The list is not exhaustive and will be subject to periodic update without requiring a 
formal review of this policy. 

 Scheme of Delegation to Officers 

 Scheme of Administration 

 Contract Standing Orders  

 Financial Regulations  

 Whistleblowing Policy and Procedure   

 Disciplinary Policies and Procedures  

 Employees’ Code of Conduct  

 Acceptable Use of ICT Policy  

 ICT Security Policy 

 Housing Benefit and Council Tax Reduction – Anti-Fraud Policy 

 Housing Benefit – Prosecution Policy 

 



Form Updated December 2021

Equality Impact Assessment 

The purpose of an Equality Impact Assessment (EqIA) is to improve the work 
of Orkney Islands Council by making sure it promotes equality and does not 
discriminate. This assessment records the likely impact of any changes to a 
function, policy or plan by anticipating the consequences, and making sure 
that any negative impacts are eliminated or minimised and positive impacts 
are maximised. 

1. Identification of Function, Policy or Plan 

Name of function / policy / plan 
to be assessed. 

Anti-Fraud Policy 

Service / service area 
responsible. 

Enterprise and Sustainable Regeneration 

Name of person carrying out 
the assessment and contact 
details. 

Erik Knight 

Date of assessment. 11/11/2024 

Is the function / policy / plan 
new or existing? (Please 
indicate also if the service is to 
be deleted, reduced or 
changed significantly). 

Review of existing policy. 

2. Initial Screening 

What are the intended 
outcomes of the function / 
policy / plan? 

To ensure that the Council’s internal controls and 

governance arrangements are designed to assist 

in the prevention and detection of fraud. 

Is the function / policy / plan 
strategically important? 

The Anti-fraud policy is not strategically important. 

State who is, or may be 
affected by this function / 
policy / plan, and how. 

Applies to the Officers and groups that have a key 
role in dealing with the threat of fraud. 

How have stakeholders been 
involved in the development of 
this function / policy / plan? 

Through discussion and consultation on the draft 
policy.  

Appendix 3



Is there any existing data and / 
or research relating to 
equalities issues in this policy 
area? Please summarise. 

E.g. consultations, national 
surveys, performance data, 
complaints, service user 
feedback, academic / 
consultants' reports, 
benchmarking (see equalities 
resources on OIC information 
portal). 

No 

Is there any existing evidence 
relating to socio-economic 
disadvantage and inequalities 
of outcome in this policy area? 
Please summarise. 

E.g. For people living in 
poverty or for people of low 
income. See The Fairer 
Scotland Duty Guidance for 
Public Bodies for further 
information.   

No 

Could the function / policy 
have a differential impact on 
any of the following equality 
areas? 

1. Race: this includes ethnic or 
national groups, colour and 
nationality. 

No 

2. Sex: a man or a woman. No 

3. Sexual Orientation: whether 
a person's sexual attraction is 
towards their own sex, the 
opposite sex or to both sexes. 

No 

4. Gender Reassignment: the 
process of transitioning from 
one gender to another. 

No 

5. Pregnancy and maternity. No 

6. Age: people of different 
ages. 

No 

7. Religion or beliefs or none 
(atheists). 

No 

8. Caring responsibilities. No 

9. Care experienced. No 

https://www.gov.scot/publications/fairer-scotland-duty-guidance-public-bodies/
https://www.gov.scot/publications/fairer-scotland-duty-guidance-public-bodies/
https://www.gov.scot/publications/fairer-scotland-duty-guidance-public-bodies/


10. Marriage and Civil 
Partnerships. 

No 

11. Disability: people with 
disabilities (whether registered 
or not). 

No 

12. Socio-economic 
disadvantage. 

No 

3. Impact Assessment 

Does the analysis above 
identify any differential impacts 
which need to be addressed? 

No 

How could you minimise or 
remove any potential negative 
impacts?  

N/A 

Do you have enough 
information to make a 
judgement? If no, what 
information do you require? 

Yes 

4. Conclusions and Planned Action 

Is further work required? No. 

What action is to be taken? N/A 

Who will undertake it? N/A 

When will it be done? N/A 

How will it be monitored? (e.g. 
through service plans). 

N/A 

Signature:  Date: 11 November 2024 

Name: ERIK KNIGHT 

Please sign and date this form, keep one copy and send a copy to HR and 
Performance. A Word version should also be emailed to HR and Performance 
at hrsupport@orkney.gov.uk 

mailto:hrsupport@orkney.gov.uk
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Island Communities Impact Assessment 

Anti-fraud Policy  

Preliminary Considerations Response 

Please provide a brief description or summary of the policy, strategy 
or service under review for the purposes of this assessment. 

To ensure that the Council’s internal controls and governance 

arrangements are designed to assist in the preventions and 

detection of fraud. 

Step 1 – Develop a clear understanding of your objectives Response 

What are the objectives of the policy, strategy or service? To prevent fraud taking place. 

Do you need to consult? No 

How are islands identified for the purpose of the policy, strategy or 
service? 

The islands are not identified for the purpose of this policy. 

What are the intended impacts/outcomes and how do these 
potentially differ in the islands? 

The intended outcomes are the prevention and detection of fraud 
and do not impact the islands differently from anywhere else. 

Is the policy, strategy or service new? Review of existing policy. 

Step 2 – Gather your data and identify your stakeholders Response 

What data is available about the current situation in the islands? None 

Do you need to consult? No 

How does any existing data differ between islands? No 

Are there any existing design features or mitigations in place? No 

Step 3 – Consultation Response 

Who do you need to consult with? No one 

How will you carry out your consultation and in what timescales? N/A 

Appendix 4
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What questions will you ask when considering how to address island 
realities? 

N/A 

What information has already been gathered through consultations 
and what concerns have been raised previously by island 
communities? 

N/A 

Is your consultation robust and meaningful and sufficient to comply 
with the Section 7 duty? 

N/A 

Step 4 – Assessment Response 

Does your assessment identify any unique impacts on island 
communities? 

No 

Does your assessment identify any potential barriers or wider 
impacts? 

No 

How will you address these? N/A 

You must now determine whether in your opinion your policy, strategy or service is likely to have an effect on an island 
community, which is significantly different from its effect on other communities (including other island communities). 

If your answer is No to the above question, a full ICIA will NOT be required and you can process to Step 6. 

If the answer is Yes, an ICIA must be prepared and you should proceed to Step 5. 

To form your opinion, the following questions should be considered: 

 Does the evidence show different circumstances or different expectations or needs, or different experiences or outcomes (such as 
different levels of satisfaction, or different rates of participation)? 

 Are these different effects likely? 

 Are these effects significantly different? 

 Could the effect amount to a disadvantage for an island community compared to the Scottish mainland or between island groups? 



Page 3. 

Step 5 – Preparing your ICIA Response 

In Step 5, you should describe the likely significantly different effect 
of the policy, strategy or service: 

N/A 

Assess the extent to which you consider that the policy, strategy or 
service can be developed or delivered in such a manner as to 
improve or mitigate, for island communities, the outcomes resulting 
from it. 

N/A 

Consider alternative delivery mechanisms and whether further 
consultation is required. 

N/A 

Describe how these alternative delivery mechanisms will improve or 
mitigate outcomes for island communities. 

N/A 

Identify resources required to improve or mitigate outcomes for 
island communities. 

N/A 

Stage 6 – Making adjustments to your work Response 

Should delivery mechanisms/mitigations vary in different 
communities? 

No, this is an internal policy that applies to Officers and groups that 
have a key role in the prevention and detection of fraud. 

Do you need to consult with island communities in respect of 
mechanisms or mitigations? 

No  

Have island circumstances been factored into the evaluation 
process? 

Yes 

Have any island-specific indicators/targets been identified that 
require monitoring? 

No 

How will outcomes be measured on the islands? N/A 

How has the policy, strategy or service affected island communities? N/A 
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How will lessons learned in this ICIA inform future policy making and 
service delivery? 

N/A 

Step 7 – Publishing your ICIA Response 

Have you presented your ICIA in an Easy Read format? Yes 

Does it need to be presented in Gaelic or any other language? No 

Where will you publish your ICIA and will relevant stakeholders be 
able to easily access it? 

Yes 

Who will signoff your final ICIA and why? Gareth Waterson, Corporate Director Enterprise and Sustainable 
Regeneration and the Section 95 officer for Orkney Islands Council 

ICIA completed by: Erik Knight 

Position: Head of Finance 

Signature: 

Date complete: 11 November 2024 

ICIA approved by: Gareth Waterson 

Position: Corporate Director for Enterprise and Sustainable Regeneration 

Signature: 

Date complete: 11 November 2024 
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